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Python Programming
with
Sequences of Data




Why Learn Python Programming
with Sequences of Data?

Embarking on the journey of programming offers Year 9 students
an exciting gateway to unleashing creativity and problem-solving
prowess. In this course, you'll dive into practical skills like crafting
programs that communicate with users, crunch numbers
effortlessly, and organize data efficiently using lists. Imagine
creating interactive games, designing apps, or automating tasks that
simplify everyday life—all achievable with the programming
fundamentals you'll master.

Understanding the logic behind loops (both for and while) will
empower you to manipulate data dynamically, while mastering
selection statements (if-elif-else) will grant you control over
program behaviour based on conditions you define. Recognizing and
fixing common syntax errors ensures your code runs smoothly,
teaching you attention to detail crucial in programming and
beyond.

Moreover, this knowledge equips you with essential problem-
solving techniques and lays the groundwork for tackling more
complex challenges in the future. Whether you're passionate about
technology, curious about how software works, or simply eager to
create something new, programming will empower you to turn
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Key Words / "
Skills Definition and Example
Display Show words or sentences on screen.
messages Example: Printing "Hello!"
Receive Get typed information into a program.
keyboard input |Example: Asking for your name
Slmple : Basic math operations in a program.
arithmetic _ :

: Example: Adding two numbers
expressions
Selection Decide actions based on conditions.
(if-elif-else) Example: If sunny, play outside

Locate syntax
errors

Find and fix mistakes in code.
Example: Correcting missing parenthesis

Group items together in a program.

SRS P Example: List of friends' names
Access list Retrieve individual items from a list.
items Example: Picking a friend's name
Perform list Manipulate items in lists.
operations Example: Adding or removing toys

Use while loops

Repeat actions until a condition is met.
Example: Rolling a dice

String

Modify or find characters in words.

operations Example: Changing 'a' to ‘e’

e

Key Questions

How do you create a
list in Python?

What is the purpose of an
if-elif-else Statement?

How would you use a for loop to
irarate over a list of numbers?

Whé.lt iSa common syntax error you
might encounter in Python, and
how can you correct it?




Key Knowledge

Programming Cheat Sheet

Yaar 9 - FuUt iy proar ammireg wiih SEOus e of Oala \ Hanoout \
MNational
Centre for
Computing
Education
Raspberry Pi

Handout: Python cheat sheets

Introduction
This Is o reference far the Python elernents covered in this unit. The sheets include short
explanations, brief notes, syntdx, and selected examples.
The content hos been grouped into categories:
»  Lists
& List methods
e List functions
L List operators

& Strings

s String functions

»  Siring operator CIiCk thiS fOr the
e lterating over s Cheat Sheet

There is alza additional inforrnation that i nat coverad 0 the unit but may be useful In
solving relevant prablems. 1t is ;lgnpcsted with the Explorar lcon:



https://docs.google.com/presentation/d/1Wtvbscf_jO6xyXgIgpNZ6USy6W41R9ebsGA47XDFs5M/edit?usp=sharing
https://docs.google.com/presentation/d/1Wtvbscf_jO6xyXgIgpNZ6USy6W41R9ebsGA47XDFs5M/edit?usp=sharing
https://docs.google.com/presentation/d/1Wtvbscf_jO6xyXgIgpNZ6USy6W41R9ebsGA47XDFs5M/edit?usp=sharing
https://docs.google.com/presentation/d/1Wtvbscf_jO6xyXgIgpNZ6USy6W41R9ebsGA47XDFs5M/edit?usp=sharing

Key Knowledge

“Grasp the concept of data types and their usage in Python.”

5 7 3 0 -4 15843315 -4564
0.3 -11.002 -4.01 1.15843315 11.1
TRUE FALSE

“Hello World” “H@ppy Blrthd@y”
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Key Knowledge

START
1 Write simple Python programs that display messages,
assign values to variables, and receive keyboard input.
Display "Enter your name:" \
l print ("Enter your name:")
name = input() _
| ~—— |name = input ()
greeting = "Hello, " + name " |greeting = "Hello, " + name
Display greeting - print (g reeting)
|

END




Key Knowledge

Use selection (if-else statements) to control
the flow of program execution.

START
|

age = input()

TRUE : P
age >= 15— DisPlay "You canwatch
the movie

&FALSE

Display “You are too
young, sorry”

Make and use lists.

Populate a List:

Start by using square brackets [ ] to indicate a list.
Optionally, you can initialize the list with elements inside
the brackets separated by commas.

List with Different Data Types:
Python lists can hold elements of different data types
(e.g., integers, floats, strings, etc.) in the same list.

mixed list

Make an empty List:
You can also create an empty list by simply using empty
square brackets [] .

empty list = []




Key Knowledge

“Describe what algorithms and programs are Locate and correct common
and how they differ.” syntax errors.
- ) Incorrect Use Improper Use of
Algorithms both Programming code St Eaualisian Missing a Tabs and Spaces
# Incorrect P?Btentllzes;is # Incorrect
Definition: x=10 racket if True:
Definition: ) ; “x =10 int("C g

Step-by-step procedure & set of insHucHons Xprint("x is 10") # Incorrect pﬁlrwlp(”(v\(ecljlrrc{iegng! "

written in a programming

print("Hello, world!"
language to perform a

for solving a problem.

- #C t # Correct
Purpose: Both Involve a SECEHiC = X = c;gec # Correct if True:
Designed to solve series of steps or x == 10: print("Hello, world!") print("Correct")
specific problems or instructions. P pose print("x is 10") print("Well done!")
e e Executes specific tasks
P : Both aim to using a computer's
Why they’re useful: achieve a specific hardware and software.
outcome or solve
Inc::pfanmdfnni; of e Where used: Variable Name Starts Missing Quotation
prog “ Written in specific with a Number Marks
languages; focuses on :
el programming languages ry "
€ 10gIC and process. (e g Python [ C++) # Incorrect ncorrec
e : ; 5 1st_place = "John" message = Hello, world!
# Correct # Correct
first_place = "John" message = "Hello, world!"




Please screenshot the results of your Programming quiz here




Please screenshot your program Please screenshot your program running
and paste below and paste below




Chillax Project




Why Learn the Chillax Project?

Imagine you’re a designer, tasked with creating the ultimate chill- Exa m ples of WO rk

out space for your friends. The Chillax Project is your chance to step
into those shoes and bring a cool, relaxing room to life. You'll start
by understanding what your "client" wants—a place to unwind,
have fun, and feel comfortable. Next, you'll brainstorm ideas and
create a mind map to make sure you’ve got everything covered.

You’ll then dive into designing, starting with mood boards and
sketches to visualize your ideas. But it doesn’t stop there! Using
Blender, you’ll turn your sketches into a 3D model, making your
room look almost real. Once your design is ready, you’ll use Canva
to create promotional photos and to put together a stylish leaflet,
showing off your creation to the world.
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Throughout this project, you’ll learn to think like a designer, solve
problems creatively, and use cool tools to make your ideas come to
life. In the end, you’ll compile all your work into an impressive e-
portfolio, showcasing your journey from ideas to final product. The
Chillax Project is not just about designing a room; it’s about turning
your imagination into reality and sharing it with others.
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Key Words / Skills

Mood boards

Definition and Example

Collections of images, colours, and ideas that
help plan and inspire a project.

Visualisation
diagrams

Drawings or charts that show how something will
look or work before it's made.

3D visualisations

Creating lifelike images or models using special
software like Blender, to see how something will
appear in three dimensions.

Advertising Flyers or papers that promote something, made
leaflets by combining photos, designs, and information.
Promotional Pictures that show off something in a positive
shots way, used to advertise or promote.

E-portfolio An online collection of your work, like pictures

and projects, to show what you can do.

Target audience

The specific group of people you want to reach
with your work or message.

Digital marketing

Ways to promote things online, like using
websites and social media to reach people.

A language used to create web pages, making it
possible to show your work online in an e-
portfolio.

o

Key Questions

What is a mood board, and vyhy is
it important in pre-productlon?

How can you yse Blender to
Create a 3D visualisation?

What are some key elements to
include in an advertising leaflet?

How can you identify the target
audience for your project?

Computing department Enjoy Achieve



Key Knowledge

“Create pre-production documents including”

“mood boards” “visualisation diagrams.”

NE438 - INTERIOR SPACE ORGANIZATION

MOOD BOARD
VI
u\\’ .

W8l Balance of wood,
velvet and marble

Natural textures to complement .

Alma de luce- 20220618




Create 3D visualisations using Blender

Select Box: used to select objects

Curser: put the curser where you
want new objects to go

Move: select this to move the
selected object

Rotate: select this to rotate the
selected object

Scale: select this to scale the
selected object

Rotate
Pull these to move the Pull these to scale the Pull these to rotate the
object in the direction of object in the direction of object in the direction of
the coloured arrow the coloured arrow the coloured line

Zb File Edit Render Window Help Layout  Modeling  Sculpting UV Editing  Texture P

+?. W ObjectMode ~ View Select Object

Add meshes to g

Key Knowledge

Scale

Orientation: 4 Default - C - [] Plane
|j] Eutu:
Akl - ' Surface ':' Circle

. & Metaball (@ UV sphera
Click here for LOOM Blender Basics: The alCiiounekiscts d rec 2 L r
‘ Wolurme (=] CEIIru:II_'r

Asset Collection, Adding and Removing
Meshes and Move, Rotate and Scale

>

“-'

w

Y Grease Pencil &y Cone

*x Armature


https://www.loom.com/share/5f5148d416614c0bb2b411e6dafed47a

Key Knowledge

Comprehend the basics of HTML

The HTML ‘Skeleton’
<htmi></html> _ START AND END DOCUMNET

[ Code | spit | Design | Lve L@ &4, AL g FL G e

</head>

il <! DOCTYPE html> <hl></h1> —_ HEADING TAGS ( HI1 TO H6)
2

EE <html>

4 <b><[b> —>  BOLDTEXTTAG

S

I <head>

Wl < itlcoMy website!</title> <i><[i> —>  ITALICTAG

8

9
10

dmgsre="url" [> e IMAGE TAG

=
=

<body>
I am writing a website

</body> cahref="url">¢/a> e BASIC LINK TAG

[y
w b

=
f1=9

= ==
-

</html> <br> —_— LINE BREAK TAG




Key Knowledge

Develop advertising leaflets
using Canva.

|dentify the target audience and
determine what appeals to them.

Canva is super easy
Click me for a guide

Interests

Demographics
Behaviors

Location

Your Target -
Audience



https://designhub.co/how-to-use-canva/

Please screenshot your multiple choice quiz results




Please screenshot your leaflet showing your Chillax Room




Please screenshot your e-portfolio Please screenshot the e-portfolio’s html







Year 9 Unit 3 — Mobile App Development

The market for mobile apps is huge. From cynical cash-grabbing ‘gacha’ games
designed to squeeze as much money out of the user as possible to apps that help
track fitness, in a world where there’s an app for ‘every possible need’, this unit aims
to take you from designer to project manager to developer in order to create your
own mobile app.

Using App Lab from code.org you will familiarise yourself with the coding
environment and have an opportunity to build on the programming concepts used
in previous units before undertaking your project.

Developing an app is what we call a complex problem. When you look at the app as
a whole it can feel overwhelming so you will also learn how to decompose the
project into smaller, more manageable parts. This decomposition skill is one that
the wise amongst you will adopt and use in your day to day living. It was
decomposition that triggered the 2"d industrial revolution...
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An example of your work

. JavaScript

Code Blocks

setScreen(¥"Start"),

setProperty (¥ "1blCluel", ¥ "hidden", ¥true);

setProperty (¥ "1blClue2", ¥ "hidden", ¥true);

setProperty (¥ "1blClueld", ¥ "hidden", ¥trus);
(

setProperty (¥ "btnEscape", ¥ "hidden", ¥true);

onEvent ( ¥ "btnStart™, ¥"click", |function( ) { J

-
rsetScreen( ¥ "EscapeRoom") ;

App Screens
To escape you ne¢q
collect three ico!
use the clue to click on

the correct icons. Click for Click for Click for
Clue i#1 Clue #2 Clue #3

Use the clues to
help you.

Escape Room

Click here to begin
your escape
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Year 9 Unit 3 — Mobile App Development

:
Key Questions

Breaking down a big problem into smaller, easier-to-
handle parts.

Decomposition

GUI (Graphical The part of an app you see and interact with, like
User Interface) buttons and screens. How cany

Event-Driven A type of coding where the flow of the program is driven p
Programming controlled by events like user actions (clicks, typing).

ou use user input in an event-
rogramming environment?

Containers in programming that hold information that
can change, like scores in a game. What IS a common COding error you might

Block-Based A way of coding that uses blocks to represent code encounter in b
ock-ba :
Programming concepts, making it easier to learn and use, especially for sed programmmg?

Variables

Language beginners.
Debugging The process of finding and fixing mistakes in your code. How do you create a seguence ina
User Input Information that the user provides to the app, like typing b|0Ck-baSGd programming |anguage?

a name or pressing a button.

The order in which instructions are executed in a

Sequencing e —

Why is it impo :
rtant
Using conditions in programming to make decisions, like P to eStab“Sh user

n - .
Selection if-else statements to choose different actions based on eeds when developmg a mobile app?
certain criteria.




Key Knowledge

Identify the error Identify and fix common coding errors.

Find and fix the error

Screen 1

1 onEvent(¥" btnGo To Screen 2° ¥ "zlick"

setScreer{" screend" ) ;

} }
Now set to \
Screen 2

screen

NFong
een|

Test the fix

- I

Screen 2

It works!




Key Knowledge

Understand the principles of event-driven
programming and its applications in mobile apps.

Use block-based programming languages to create
sequences including sequencing and selection.

click this >

click this >

Video: App Lab - Getting Started

App Lab - Getting Started

Video: App Lab - Make It Interactive

AppL ab - Make It Interactive

APS APP LAB

y( MAKE IT INTERACTIVE



https://studio.code.org/s/applab-intro/lessons/1/levels/5
https://studio.code.org/s/applab-intro/lessons/1/levels/1

Key Knowledge

Use user input and variables in an event-
driven programming environment.

Make a new variable called
score and set its valueto 0

0

When the Add 1 button is

. onEvent (¥ "btn Add 1" ¥"click™" function( ) {
clicked e :

(;core score + 1

} ]);

Set the value of the score variable
to its current value +1




Please screenshot your multiple choice quiz results




Please screenshot your app running Please screenshot a section of your
app’s code
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Representations: Going Audio-Visual

i

Ever wondered how your favourite apps and games make the stunning
visuals and catchy tunes you enjoy? An example of your work

File Edit View Tansport Tacks Generate Effect Analyze Help

Just like in the previous unit, where you examined characters and . &) ®
numbers, the ideas that you need to understand are not really new to - EE

8

you. You will draw on familiar examples of composing images out of {;‘ : -
individual elements, mixing elementary colours to produce new ones, S|
and taking samples of analogue signals, to illustrate these ideas and v e
bring them together in a coherent narrative. DY
This unit has a significant practical aspect. You will use relevant (and 0| I RS —— co-m- it
freel) software (GIMP and Audacity, in this case) to manipulate images ~ il

and sounds and get an idea of how the underlying principles of digital
representations are applied in real settings.

File Edit Select View Image Layer Colors Tools Filters Windows Help

T e S ;
2.Q
] i
ol
Hie - X

Eraser

Opacity

Brush
n 2. Hardness 050

Size 565.00 $| ©

pue suJ31ied 3ul9as 1noge s 1l ‘siaquinu 3uipeal

3noge 1snl 1ou si eiep 3uipuelsiapun ‘a@3e |e13dip ayl uj,,

Aspect Ratio 0003 D)

Angle 0008

,‘suolleluasasdad jensia-oipne y3noayl sdiysuoiie[a.d

Spadng 1008 H
Hardness 5008 O

Force 5008 ©



Representations: Going Audio-Visual Keywords

Bitmap
Pixel

Resolution

Colour Depth

Soundwave

Sample

Sample Rate
Hertz (Hz)

Sample Size

Compression

Representations: Going Audio-Visual

a digital image format where an image is represented by a
grid of individual pixels, each with its own colour or shade.

the smallest unit of a digital image, representing a single What is a pixel’ and how is its colour

point of colour. represented in b'mary?

the clarity or sharpness of an image, often measured in pixels

per inch (PPI) or dots per inch (DPI).

the number of bits used to represent the colour of each pixel

'crlfoﬂ'i'tti'a't"lignebfifgﬁ'ynéﬂg e renge andaccuracy o What is the difference between
a representation of sound as it changes over time, often rESO,UtiOn and C0,0UI’ depth?

depicted graphically as a waveform showing variations in
amplitude (loudness) over time

a single measurement of a sound wave taken at a specific
point in time.

ge editing tasks

the number of samples taken per second during the How do you perform basic ima G”V”)‘p
e . . j . or !
Eil_llgzl)tlzatlon of analogue sound, typically measured in Hertz using Software like PhOtOShOP
the frequency of samples captured to represent the original
sound wave. 1Hz is one sample per second
Sample size refers to the amount of data recorded for each W ‘ .
individual sample in digital audio, often measured in bits per hat does Samplmg frequency’ mean in the
sample context of sound representation?

the process of reducing the size of a file or data to save
storage space or transmission time, often achieved by
removing redundant or unnecessary information.




Key Knowledge

“Perform basic sound editing tasks using
appropriate software”

Click here for a
help video

“Perform basic image editing tasks using
appropriate software”

: [&]) More images

Click here for some
help docs



https://drive.google.com/drive/folders/15KuVl_wkeC2fVFy5zIyyQZjcoRttRDlL?usp=sharing
https://www.loom.com/share/a61e1b4b7efb45f4990d717323c1816a

Key Knowledge

. . . . . BB BB BB 66 81 81 681 81 66 68 66 | 64
Describe how digital images are composed of pixels

and how their colour is represented in binary.
. Ba 181 81 81|81 81 61681 mlE 891 81 686
Click here for the
A6 | B1 A1 EEERRLEE 51 8181 A1 B1 68
sheets on the above
A1 81 61 mIEERLER 81 | 81 E]'IEH a1 a1

8181 81 61|81 61 81 61 81|81 81 a1l

B0 (@@ | 81 ©1 |81 61|81 61 81|81 64 a8

. . . . 81 81 81 61 81 81 61 8181 81 81|81
Define key terms like ‘pixels’, ‘resolution’, and

, , 01 o1 | 1CR 01 | 61
colour depth’. - :
Click here for the CERICARECIN 10 | 10 @1 o1 08

sheets on the above ee |81 @1 o1 81 @1 ee

Be | 88 | 81 61

B0 |60 | B8 0B |81 61 81 681 66 60 6 a6

81 81| 61|66 | 86

Understand the principles of sound representation
including 'sample’, 'sampling frequency/rate’, and T

! ° 1
sample size'. ‘ -
Click here for the A ﬁ ﬁ j@
sheets on the above



https://docs.google.com/presentation/d/1f1Rys318AbDrEslEMc0kSuIFsuFG2hBhnTtqaDEOJ_I/edit?usp=sharing
https://docs.google.com/presentation/d/1-QYBx1W3s_AHXL1DYUdOHR82vXW3J-UUBPPDdSN1UFE/edit?usp=sharing
https://docs.google.com/presentation/d/1Jq9NA_hYV72VANSpjcsUBNwn2rG1gxJSg9vYGjffcnQ/edit?usp=sharing

Please screenshot your multiple choice quiz results




Please screenshot your favourite Please screenshot the work you’re most
image that you edited proud of from Audacity




Programming: Things




Programming: Things

L

Imagine turning your ideas into reality with just a few lines of code.
With the micro:bit, you can create interactive projects that light up, An example of your work
move, and communicate. This unit introduces you to physical computing,
where a small device can lead to big changes. From flashing LEDs to
detecting motion, the micro:bit is packed with sensors and components
that will bring your code to life in exciting ways.

Refresh your Python skills and discover the magic of combining
programming with physical objects. You'll write and execute Python
programs on the micro:bit, familiarising yourself with the development
environment and practicalities of flashing your programs. Coding
becomes even more enjoyable when your programs can interact with
the real world.

auoyd! ay1 JO JOIUBAU| — SQO[ dAD1S

"1 JUSAUI 01 SI 21N1N} 3Y1 918340 01 Aem 1saq 3y,

Learn to connect the micro:bit to external hardware using its GPIO pins, from microbit import =

expanding its capabilities and opening up endless project possibilities.

Imagine creating a device that sends and receives messages wirelessly or while True:

controls lights and sounds based on sensor inputs. Design and build your display.show(Image.HEART)

own physical computing project, bringing together everything you’ve sleep(500)

learnt into a meaningful creation. This unit promises a thrilling journey of display.show(Image.HEART _SMALL)
creativity and innovation, inspiring you to explore the endless potential sleep(500)

of the micro:bit.




Representations: Going Audio-Visual Keywords

Micro:bit

Python

Sensor

GPIO (General Purpose
Input / Output)

LED (Light Emitting
Diode)

Flashing

Wireless
Communication

Prototype

Debugging

Physical Computing

A small programmable device equipped with sensors, buttons, and
an LED display, used for learning and experimenting with coding and
physical computing.

A high-level programming language that is easy to read and write,
often used for teaching coding concepts and controlling devices like
the micro:bit.

A device that detects and responds to changes in the environment,
such as light, temperature, or motion. The micro:bit includes built-in
Sensors.

Pins on the micro:bit that can be used to connect and control
external hardware components like LEDs, buttons, and motors.

A small light source that glows when electricity passes through it.
The micro:bit has a 5x5 LED grid for displaying patterns and
information.

The process of transferring a program from a computer to the
micro:bit, allowing it to run the code and perform tasks.

The transmission of data without physical connections, using radio
waves. The micro:bit can send and receive messages wirelessly.

An initial version of a device or project built to test and demonstrate
concepts before creating a final version.

The process of finding and fixing errors or bugs in a program to
ensure it runs correctly.

The practice of using code to interact with and control physical
devices, combining software and hardware to create interactive
systems.

Programming: Things

e

ro:bit's built-in

ic
w can you use the m _ )
(e y te interactive

sensors and LED display to crea
programs?

What steps are involved in designing

and bu!'lding a physical Computing
project with the micro:bit?

How can GPIO pins be used to e?<tend the |
micro:bit’s capabilities by connecting externa
hardware components?

What tfechniques can be employed to debug
and refine your code to €nsure your physical
Computing project works as intended?




Key Knowledge

To know and be able to use the GPIO

To know the Micro:bit’s hardware components - including a 5x5 pins to connect external components

LED display, buttons, accelerometer, compass, temperature sensor like LEDs, buttons, and sensors to the
and GPIO pins. Micro:bit.

battery socket

USB connector reset button

m radio & Bluetooth antenna

USB
sssss

\

" ) ™ N
|
help video

d



https://www.youtube.com/watch?v=EDgdHb0R96I
https://www.youtube.com/watch?v=EDgdHb0R96I

Key Knowledge

To be able to use essential Python

constructs include variables, loops,

conditionals, and functions.

To know how to design a
Physical Computing Project

3 e o
%mnj://

Handout: MicroPython cheat sheets

Contents

the microbit. The sheets include

included throughout

Additional resources:

Click here for the
programming cheat

sheets

Brainstorming

@...

Nojudgment ~ Encoura
\imn + umbl m]goal ar criticism allideas

CIOIEIC)

=% Brainstorm
ideas
+
<(g(—>
' | Build your
Refine = <~ ot



https://docs.google.com/presentation/d/111Y8RnX2VVRNOrRFjZHlfP9rtF-JChgkgZLE1y1dlyo/edit?usp=sharing

Please screenshot your Please screenshot the
multiple choice quiz results code for your project




Introduction to
Cybersecurity




Introduction to Cybersecurity

Imagine waking up to find all your private information |
stolen by hackers. Welcome to cybersecurity, where we Attack n,@:
learn to combat cybercriminals and protect our digital
lives. In this unit, you’ll discover why your data is so

valuable and how hackers use sneaky tricks to steal it. |
You’ll explore hacking, malware threats, and the | protection Q)
devastating effects of cyberattacks. |
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Brute Force ‘

Two Factor

Authentication £15,000

But don’t worry, you’ll also learn how to defend yourself
with firewalls, anti-malware, and strong passwords. Get
ready to become a digital defender and stay safe in our
connected world.

Protection v
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Data

Cybercriminals

Social
Engineering

Hacking
Malware

DDoS Attack

Firewall

Anti-Malware

Password
Authentication

Data Protection
Act

Information that companies collect about you, like your name,
age, or what you like to do online.

People who use computers to steal data or cause problems on
the internet.

Tricks used by cybercriminals to get you to give them your
personal information, like pretending to be someone you
trust.

Breaking into computers or networks without permission to
steal data or cause damage.

Harmful software, like viruses, that can damage your
computer or steal your information.

When many computers are used to flood a website with
traffic, making it slow or unable to work.

A security system that helps protect your computer from
unauthorized access or attacks.

Software that helps detect and remove malware from your
computer.

A security process where you use a password to prove your
identity and access your accounts.

A law that helps keep your personal information safe and
ensures it is used correctly.

Key questions

What is the difference between data and
information?

dWhat are .some strategies to minimize
ata security risks due to human error?

ou protecta network from common

How cany
security threats?

What are hacking and DDosS attacks, and how
do they differ from each other?




Key Knowledge

Understanding what data is, how it differs from information, and
why it is valuable to companies and cybercriminals.

Data is raw, unorganized facts that need
to be processed. Data can be something
simple and seemingly random and useless
until it is organized.

This information can then be
il gt s 25 used to generate money

so as to make it useful, it is called
information.




Key Knowledge

Learning about the tactics used by cybercriminals to trick
people into giving away their personal information.

Identifying various types of malware, such as viruses,
trojans, and ransomware, and understanding the
damage they can cause.

Ransomware
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Understanding laws like the Data Protection Act and Computer
Misuse Act that help protect data and prevent cybercrime.

Computer Misuse Act 1990

LLT- (LR BN Unauthorised access to computer material.
Adam watches a friend entering their username and password. Adam

remembers their login details and without their permission, later logs
in and reads all their messages.

Unauthorised access with intent to commit or
facilitate commission of further offences.
Raj’s teacher leaves their tablet on their desk. Without their
permission, Raj accesses their online shopping account and buys
items with the attached credit card.

Unauthorised acts with intent to impair, or with
recklessness as to impairing, operation of a computer.

Sarah is playing an online game with a friend who scores higher than
her. Sarah uses a 'Booter' tool knowing it will knock them offline, so
she can win the game.

L1-Ta{l\L ¥ 4.% Unauthorised acts causing, or creating risk of,
serious damage.
Kim hacks a phone company. This hack stops some people phoning
the Police when they are in danger. They didn’t mean for this to
happen but they were reckless.

L O L Making, supplying or obtaining articles for use in
offence under Sections 1, 3 or 3ZA.

Robin downloads software so they can bypass login credentials and
hack into a friend’s laptop, however they've not had a chance to use
it yet.

Purpose Limitations

Take "reasonable Only people who are
measures" to have the processing the data
most accurate data should have access to it
possible




Learning about different methods to protect
computers and networks, including firewalls, anti-
malware software, and strong passwords.

PROTECT AGAINST CYBER ATTACKS
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